
Data privacy and security is foundational to the Serenity platform.

While no personal health information is being shared on your community’s Serenity implementation,
it may be helpful to know that Serenity is HIPAA-compliant. To achieve this, we employ encryption
in transit and at rest, access controls, and regular checks to find and fix any security weak points. We
also train our staff on how to handle this information properly and monitor who accesses it. Following
these rules helps keep your data private and protects against any legal issues that could arise from
unauthorized access.

As a Certified Solution Provider for Amazon Smart Properties using the Alexa for Senior Living API, we
have attached a white paper from Amazon detailing their data privacy and security for the Echo Show
8 devices used by Serenity’s Alexa for Senior Living skill.

The white paper specifies how audio is streamed from an Echo device to the Alexa cloud, and how
data is processed in the Alexa cloud. It then explains what data is, and is not, shared from devices
enrolled in Alexa Smart Properties’ products.

I have summarized the key points below.

“Echo devices detects the wake word (i.e. “Echo”) by identifying acoustic patterns that match the
wake word. No audio is stored or sent to the cloud unless the device detects the wake word.”

Devices subscribed to Alexa Smart Properties:
● Do not save voice recordings
● Aggregate metrics that are not connected to individual end-users
● Restrict access to metrics
● Do not allow skills that request personally identifiable information (PII)

Serenity publishes our Privacy Policy on our website here:
https://serenityconnect.com/privacy-policy/

Questions related to Serenity’s data privacy and security may be directed to our Chief Security Officer
at privacy@serenityconnect.com.
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